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e Latest Updates on AML/CTF & KYC Context, Requirements, and Challenges,

e (Going Beyond Sanctions, PEP & Adverse Media — the UBO Reach,

e Sanction Evasions - The Blind Spot of Corporate Ownership & Control Risk,

e Fintech approaches to Money Laundering, Terrorism Financing & Corruption Investigations,
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Financial Action Task Force — FATF overview

v"  The Financial Action Task Force (FATF) is an inter-governmental policy-making body established
in 1989 by the G7 in Paris, France to combat money laundering focusing mainly on drug &

organized crimes.
v 9/11 & subsequent USA Patriot Act

v' Voted by the United Nations Security Council Resolution in 2001 with the designation of the

Financial Action Task Force (FATF) as the international watchdog to enforce AML/CTF regulations.

v'  The FATF works in close cooperation with IMF, World Bank, OECD, EC, etc. to enforce the
necessary political will to bring the government of each country to implement AML/CTF, and to
bring the national legislation & regulatory reforms to fight Financial Crime including Money

Laundering and the Financing of Terrorism.



The FATF Mutual Evaluation Assessment

FATF is organized worldwide by regional Sub-Groups (MENA FATF, MONEYVAL,
GIABA, etc.).

Countries are subjected to evaluation by the FATF to check if they are effectively
upholding local laws & changing the Ilocal legislation to meet the FATF

recommendations.

If a country has weaknesses in the effective deployment of AML/CTF, the FATF will list
It as “Jurisdiction Under Increased Monitoring” (FATF Grey List) & then monitors the

country progress on regular basis.

If a country has serious deficiencies & not the right political will to implement
AML/CTF, the FATF will list them as “High-Risk Jurisdiction subject to a Call for
Action” (North Korea & Iran).



AML / CTF Different Levels of Regulators / Supervision / Reporting

International Level:

v FATF Recommendations through FATF Mutual Evaluations assessment

v"  World Bank, IMF & Basel Il , OCDE and other

National Level:

v'  Central Banks for the banking sectors
Financial Markets Authority (FMA) for other financial sectors, Insurance Authority,

Capital Market Authority (CMA) for Stock Markets brokers, Investment compagnies, etc.

v
v
v'  Designated Non-Financial Business and Professions"(DNFBP) for Corporates.
v

The countries Financial Information Unit (FIU’s) called also Financial Intelligence Units,

Central Financial Units, Central Intelligence Units, etc..



FATF international observers including

United Nations

World Bank

International Monetary Fund (IMF)

Europol

Basel Committee on Banking Supervision (BCBS)

Egmont Group of Financial Intelligence Units

European Central Bank (ECB)

International Organization of Securities Commissions (I0SCO)
European Union Agency for Criminal Justice Cooperation (Eurojust)
Organization for Economic Co-operation and Development (OECD)

International Association of Insurance Supervisors(lAlS)
. . . Mooby’s
Group of International Finance Centre Supervisors (GIFCS) ANALYTICS




The FATF recommendations, AML/CTF regulations are constantly evolving & in flux since 2001
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The FATF scrutiny & enforcement has been performed gradually sector by sector since 2001

Ter 1 Banks: Ter 2-3 Banks:
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enforcement
Cross Bo_rder_ Transactions Monitoring
Payments Filtering

UK Bribery Remittances

DNFBP
. Act Insurances
Capital Markets & Other Enforcement

Financial institutions Enforcement
Enforcement

Gov/Public
Agencies

Enforcement

Crypto
Providers

Enforcement




Hosted by Organized by

LANSFORMATION AND TECHNOLOGY
BAL TRADE FACILITATION SUMMIT DUBAI 20233 Gl D gite ICC ‘((

"YUBAI CHAMBERS UAE

A Quick Introduction to Financial Counterparty & Reputation Risk
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The Correspondent Banking Relationships (CBR): a local bank MUST have a USD CCY account
iIn a US Bank to be able to trade in US Dollars (Account in Euro in Europe & GBP in UK).
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AML / CTF compliance Risk is a high impact Reputation Risk & a major Cascading Systemic Risk
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KYC, AML & CTF Requirements & Challenges

1. Due Diligence & Know Your Customers (KYC) including:

v
v

Customers’ information (individuals or Companies / organizations)

The Due Diligence & KYC should include companies' information, Ultimate Beneficial Owners (UBO), Ownership
Structure & who controls the companies.

2. Screening against Sanctions and other Watchlists including :

v
v
v

v

Politically Exposed Persons (PEP)
Adverse Media/Negative News depending on the risk level.

The screening should in addition to customers, include any third-parties that companies have business relationships
with such as the Suppliers, Agents, Brokers, Contractors, Distributors, etc.

The screening should focus on the companies and their Shareholders/Directors, Controlling Parties & Ownership
structures.

3. Existing customers & third-parties — Detection & Monitoring of Suspicious Transactions

4. Internal Business & Ethical Conduct policies — Anti-Bribery & Anti-Corruption Programs



Externgl . ' Sah &tions Exter.n al
Companies Companles / Watchlists & Sanctions

Information B Adverse Media

Information Database

Effective KYC & Due Diligence Has a Checking & Matching
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& Quality of external databases
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Different types of Sanctions & Watchlists — External sources of information is required

Sourced from Public & Private Data Providers

\

|

Sanctions

Law
Enforcement

Regulatory
Enforcement

» Coverage of
global
sanctions

» Coverage of
explicit OFAC
sanctions

« Examples:
OFAC, UN,
EU, UKHMT,
CANS, DFAT,
FINMA, etc..

Entities and
individuals
wanted,
investigated
or arrested
by an official
law
enforcement
body

Examples:

Interpol, FBI,
SFO, CBBI

Individuals or
entities
against whom
official
regulatory
administrative
action has
been taken.

CBUAE
DFSA
FSRA

Sourced only from Private Data Providers
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Airports, Sea Ports, Vessels, Tankers are part of the transport sanction categories

Sanctions & Embargoes

Airports
Aircrafts

Sea ports
Vessels/Tankers

Vessels / Tankers tracking

Trade Based Money Laundering (TBML)



Example of US & EU Sanctions

 Jranian Relevant Sanctions

« North Korean Relevant Sanctions

* Venezuelan Sectoral Sanctions (Oil sector)

 Russian Sectoral Sanctions (Crimea) — 2014

 Russian Extended Sectoral Sanctions (Ukraine) — 2022



More than 300 lists issued by different international regulators with different criteria,

categorizations, definitions, structures, data organizations and contents.
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OFAC sanctions by extension - OFAC 50 % Rule — Sanctions of Affiliates/Shareholders

« Applies to individuals/entities sanctioned or blocked by OFAC but not specifically listed or

appearing on a blocked or restricted website OFAC lists.
« Sanctions by Extensions: Connected to sanctioned entities or persons.

« Example: Russian 2014 and 2022 Sectorial Sanctions
v Connected to Russia & Belarus

v' Connected to the Luhansk and Donetsk regions.
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PEP’s - Politically Exposed Persons

Front Men

Associates



Know your levels of PEP - screening with Risk Based approach (RBA)

Primary PEP? Relative to PEP Associate to PEP?

1- What positions?
International Organizations 2 - What level of seniority?
* Regional Organizations 3 - A domestic or foreign PEP?
- National Government 4 - For how long after leaving office?

 Local / Regional Government

« Default PEP inclusion criteria follows the FATF guidance,

« Many countries also have their own definitions & legislation on PEP classifications.




Intelligence researches on hidden links are critical for Connections on UBO information

Financial Crime
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Business \ Organized Crime
PEP Con Relations ) Connect
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Consolidated, Deduplicated, structured, standardized & normalized data

organized as unique profile to be accessed through smart APIs.
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Companies Info Sanctions

Ultimate Beneficiary R% Other Watchlists EXter_naI

_ Ownership Structure Politically Exposed Sanctions
Information Financial Health "\ * Adverse Media Database
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Thank You..
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